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HOW OPERATORS CAN COMBAT THE NEXT GENERATION ‘ ‘
. OF AlI-POWERED FRAUD ‘ ‘ ‘

THE NEW FACE OF FRAUD

Artificial intelligence is driving transformational change across every
sector of the global economy. From finance and law to content
creation, retail, and entertainment, Al is changing the way we buy,
sell, invest, explore, and entertain ourselves.

But it’s also changing how cybercriminals operate. A December 2025
white paper from the World Economic Forum estimated that cyber-
enabled fraud accounted for more than $1 trillion in losses in 2024 —
and Al is playing a growing role, enabling bad actors to cause more
damage at ever-greater scales.

Cyber fraud takes many forms. There’s account takeovers, where
criminals hack into users’ accounts to access their personal data.
There’s card testing, where bad actors try out high volumes of credit
card numbers they’ve stolen or purchased on the dark web, obtained
through one of many massive data breaches that are still all too
common. There’s social engineering such as phishing, and vishing,
its voice-call powered cousin.

Deepfakes make it easy for potential fraudsters to use stolen
identities, and while liveness detection is effective, the tech is
already out there that will let fraudsters perform any action they’re
asked and have it appear on-camera, in real time, as their fake
identity.
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https://reports.weforum.org/docs/WEF_Fighting_Cyber-Enabled_Fraud_2025.pdf
https://reports.weforum.org/docs/WEF_Fighting_Cyber-Enabled_Fraud_2025.pdf
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SLOTEGRATOR'S VIEW ON FRAUD

And perhaps the most sophisticated are synthetic IDs. Sensitive
information stolen through data breaches winds up on the dark web,
where fraudsters can freely purchase it. Then, they piece together
an identity — one person’s address, another’s national ID, a third’s
phone number or email — and create a fake ID made of real parts.

Online casinos have always been popular targets for cybercriminals;
as many promotional strategies involve free cash, there’s plenty to
gain. There are thousands of brands out there, and more all the time,
meaning there’s a never-ending supply of possible targets.

On top of that, operating at scale is not a foreign idea for fraudsters.
Individuals and criminal syndicates command armies of bots, see
how many can slip under your radar, and then wreak havoc on your
balance sheet. The difference now is how many of those identities
are capable of getting through your defenses, and how much harder
you have to work in order to stop them.

ACCORDING TO SUMSUB'S 2025 REPORT
'STATE OF IDENTITY VERIFICATION IN THE
IGAMING INDUSTRY"” AND ACCOMPANYING
SURVEY:

of professionals polled said they

o lost over 10% of their revenue to
o fraud, which adds up to an

estimated €5 billion yearly loss.




SLOTEGRATOR'S VIEW ON FRAUD

'm your Al Anti-F raud assistent.
\ help you quickly understand the risk
\andscape - the overall situation, the
most vulnerable categories, and what
needs attention rght NOW.

\
(\Nha‘t isthe overall risk situation? \

; Which categories are the most riskly? B
==

; What should be prioritized right now? \
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